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ECONOMIC SECURITY MANAGEMENT IN THE CONTEXT OF
NATIONAL ENTREPRENEURSHIP DEVELOPMENT USING
ARTIFICIAL INTELLIGENCE TOOLS

Abstract. Economic security is a critical factor in ensuring enterprises’ stability,
competitiveness, and contribution to Ukraine’s national economic development. Amid
globalisation, digitalisation, and rising cyber threats, enterprises face complex
challenges that require innovative management approaches. Artificial Intelligence (Al)
technologies offer new opportunities for automating business processes, predicting
risks, and responding swiftly to threats, enhancing the economic security of individual
enterprises and supporting national economic growth, job creation, and innovation
initiatives. In Ukraine’s wartime and post-war challenges, Al is a strategically vital tool
for ensuring business resilience and supporting national priorities such as digital
transformation and economic recovery.

This article aims to analyze directions for improving economic security
management in enterprises that utilize Al technologies, focusing on their contribution
to Ukraine’s national development. The study encompasses defining economic security
and its role in the national economy, analyzing AI’s potential in economic security
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management, evaluating the challenges and prospects of Al implementation in
Ukrainian enterprises, and developing recommendations for leveraging Al in national
development.

The research is based on scientific publications, analytical reports, and statistical
data from recent studies. The methodological framework includes a systemic approach,
integrating economic security theories, Al applications, and national development
perspectives. The study employs interdisciplinary analysis to address the challenges of
wartime and post-war economic conditions in Ukraine, drawing on theoretical works
and practical case studies to evaluate the role of Al in economic security management.
The study identifies economic security as a multifaceted condition encompassing
financial stability, information security, risk management, and innovation
sustainability, contributing to enterprise competitiveness and national economic
growth. Key findings include that Al enables real-time data analysis, anomaly
detection, and process automation, enhancing enterprises’ ability to counter financial
and cyber threats; Al improves risk forecasting accuracy by 20-30% compared to
traditional methods, supporting financial stability and economic recovery in Ukraine’s
wartime context. Challenges to Al adoption include high costs, limited access to quality
data, and ethical considerations, particularly for small and medium-sized enterprises.
Recommendations include developing accessible Al solutions, establishing legal
frameworks for Al regulation, improving data processing methods, and promoting
state-supported digital transformation programs to integrate Al into business processes,
thereby strengthening economic security and supporting national development goals.

Keywords: economic security, artificial intelligence, national development,
digital transformation, cybersecurity, risk management, innovation sustainability,
wartime economy.
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YIIPABJIIHHA EKOHOMIYHOIO BE3IIEKOIO B KOHTEKCTI
HAIIOHAJIBHOI'O PO3BUTKY IIAITPUEMHUIITBA 3
BUKOPUCTAHHAM IHCTPYMEHTIB HITYYHOI'O IHTEJIEKTY

AHoTamisi. EkoHoMiuHa Oe3leKa € KpUTUYHO BaKIMBUM (haKTOpoM 3abe3Ie-
YeHHS CTa0LIbHOCTI, KOHKYPEHTOCIPOMOXKHOCTI Ta BHECKY MiJIMPUEMCTB Y PO3BUTOK
HalllOHAJIbHOI EKOHOMIKM YKpaiHu. B ymoBax rmiobam3zanii, mudposizamii Ta
3poCTaHHs Kibep3arpo3 MiIMPUEMCTBA CTUKAIOTHCS 31 CKIQJHUMH BUKJIAKAMH, IO
BUMAararTh IHHOBAIL[IMHUX MIAXOAIB A0 YIPABMIHHS. TE€XHOJIOT1T IITYYHOTO 1HTENEKTY
(IIT) BigkpuBaKOTh HOBI MOXJIMBOCTI g aBTOoMaTu3aiii Oi3HEC-IPOILIECiB,
MIPOTHO3YBAaHHS PU3HKIB Ta IMIBUIKOTO pearyBaHHS HA 3aTPO3H, TUM CAMHUM HE TiJIbKA
MIIBUANIYIOYM CKOHOMIYHY O€3IeKy OKpPEeMHUX IMIAMPUEMCTB, aje W CIPUSIOYH
HaIllOHAJTPHOMY €KOHOMIYHOMY 3pOCTaHHIO, CTBOPEHHIO pOOOYMX MICIb Ta
IHHOBAIlIMHAM 1HIIIaTHBAM. Y KOHTEKCTI BOCHHUX Ta MICIIBOCHHUX BHUKIIMKIB
VYkpainu I € cTparerivHo Ba)xJIMBUM 1HCTPYMEHTOM JUIsl 3a0€3MEUEHHs CTIMKOCTI
013Hecy Ta MATPUMKH HalllOHAJTBLHUX MIPIOPUTETIB, TAKUX SIK ITM(poBa Tpanchopmarris
Ta EKOHOMIYHE BITHOBJICHHS.

[{s cTaTTs Mae HA METI MPOAHAII3YBATH HAINPSMU BJOCKOHAJICHHS YIIPABIIHHS
€KOHOMIYHOIO O€3MeKOI0 Ha MiAMPUEMCTBAX 3 BUKOpHCTaHHAM TexHosorii I, 3
aKIIEHTOM Ha IXHbOMY BHECKY B HAIIOHAJIbHUWA PO3BUTOK YKpaiHu. [locmixeHHs
OXOIUTIOE BU3HAYCHHSI €KOHOMIYHOT O€3MeKu Ta ii poJii B HAIIOHAIBHIA €KOHOMIII],
ananiz norexiiany Il B ympaBiiHHI €KOHOMIYHOI O€3IMEKOI0, OI[IHKY BUKJIMKIB 1
nepcnektuB ynpoBamkeHHs 11 Ha ykpaiHCBKUX MANMPUEMCTBAX, a TAKOXK PO3POOKY
pekoMeHaaIii moao Bukopuctanus 111 B KOHTEKCTI HAIIOHATBLHOTO PO3BUTKY.

HocnipxenHs: 0a3yeTbCs Ha HAyKOBHUX IyONIKallfgX, aHATITUYHUX 3BiTax 1
CTATHCTUYHMUX JAHUX OCTAHHIX JOCHIUKEHb. Meromosoriyga Oa3za BKIIFOYAE
CUCTEMHUU MIIX1d, M0 IHTETPY€E Teopii eKOHOMIUHOI Oe3meku, 3actocyBanHs LI Ta
NEPCIIEKTUBH  HALIOHAIBHOTO PO3BUTKY. Y  JOCHIIKEHHI BUKOPHUCTOBYETHCS
MDKIUCHUIUTIHAPHUN aHaMI3 JJIs1 BUPIMICHHS BHKJIMKIB BOEHHOTO Ta MIiCISBOEHHOTO
€KOHOMIYHOTO CTaHy B YKpaiHi, CIUPAlOYUCh Ha TEOPETUYHI POOOTH Ta MPAKTUYHI
keivicu st omiaky podi I B ynpaBiiiHHI €KOHOMIYHOIO O€3MEKOIO.

JlocnimkeHHsT BU3HAYa€ €KOHOMIYHY Oe3neky sk OaraTOrpaHHUM CTaH, IO
OXOIUTIOE (PIHAHCOBY CTAOIBHICTD, IH(OPMAIlIiHY Oe3MeKy, yIpaBIiHHSI pU3UKAMH Ta
CTIMKICTh 1HHOBALIW, fKI CHPHUSAIOTH KOHKYPEHTOCIPOMOKHOCTI MIANPUEMCTB Ta
HalllOHAJTbHOMY €KOHOMIYHOMY 3pocTaHHio. OcHoBHI BucHoBku: I go3Bossie
31MCHIOBATH aHaJli3 JaHUX Y pealbHOMY 4acl, BUSBIIATH aHOMaJIii i aBTOMAaTU3yBaTH
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NpOLECH, TMIABHUILYIOYM 3AATHICTh MIJIPUEMCTB MPOTUCTOATH (DIHAHCOBUM 1
kiOep3arpo3am; Il migBuirye TouHicTh mnporHo3yBaHHS pusukiB Ha 20-30 %
MOPIBHSIHO 3 TPAJAMLIMHUMU METOJIaMH, MIATPUMYIOUM (PIHAHCOBY CTaOLIBHICTH Ta
€KOHOMIYHE BIJTHOBJICHHS B yMOBax BiIHU B YKpaiHi. BUkiuku 11t BOpoBaIKeHHs
I BkIIOYaIOTh BUCOKI BUTpaTH, OOMEKEHUU JTOCTYM A0 SIKICHMX JIaHUX Ta €THYHI
MIpKYBaHHSI, OCOOJMBO JUIi MalldX 1 CepeaHiX mianpueMcTB. PexoMennmarii
BKJIIOYAIOTh PO3pOOKYy nocTynHux pimeHs LI, cTBopeHHS MpaBOBUX pamoOK s
perymoBanHs I, BmockoHasieHHS MeETOAIB OOpOOKHM JaHMX 1 MPOCYBaHHS
MIATPUMYBaHUX JEPKaBoro mporpam IudpoBoi Tpanchopmarii amst interpanii LI B
O13Hec-TIpolleCH, TUM CaMHUM 3MIIHIOIOUM €KOHOMIYHY Oe3MleKy Ta MiATPUMYIOUYU
HaIllOHAJIbHI 11111 PO3BUTKY.

Kuarwo4oBi ciaoBa: exoHoMiuHa Oe3reka, IITYYHHN 1HTENEKT, HalllOHAJbHUM
PO3BUTOK, IIM(poBa TpaHchopmallis, kibepOe3reka, ynpaBiIiHHSI PU3UKaMH, CTIHKICTh
IHHOBAI[IF, BOEHHA CKOHOMIKa.

Introduction. The economic security of an enterprise is a key element of its
stability, competitiveness, and contribution to Ukraine’s national economic
development. In today’s conditions of globalisation, digitalisation and the growth of
cyber threats, enterprises face complex challenges that require innovative approaches
to management. In the context of Ukraine, where the economy is affected by war and
post-war factors, the use of Al to manage economic security is a strategically vital tool
to ensure business resilience and support national priorities such as digital
transformation and financial recovery.

Analysis of recent studies. According to M. |. Nebava & Y. V. Mironova,
economic security is a state in which an enterprise can effectively function,
counteracting internal and external threats, ensuring its stability and development [5].

Economic security becomes especially relevant in wartime due to the need to
adapt to crises, protect critical infrastructure, and support economic recovery. Artificial
intelligence enables businesses to process large amounts of data, detect anomalies in
real-time, and optimize management processes, which helps increase their
competitiveness in national and international markets.

Foreign scientists have published several papers on the use of Al in enterprise
activities. M. Benedeti Rosa & L. C. Kubota have studied how the pace of Al adoption
by Brazilian companies corresponds to the indicators of European countries — the need
to harmonise various government strategies related to digital transformation in
Brazil [12].

I. Emerling, to study how modern technologies are used in business units,
surveyed 2,000 employees of various companies who worked in finance and
accounting departments and were at the same time students of one of three economic
universities: in Krakéw, Wroclaw and Katowice. The author suggests that companies
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can effectively utilize modern technologies to optimize processes and enhance the
efficiency and accuracy of financial data analysis. This is achieved by employing Al-
based tools to automate routine tasks, identify patterns and anomalies in data, and
leverage advanced data analysis algorithms to produce more accurate and
comprehensive reports [13].

Danish scientists E. B. Hansen & S. Bogh conducted a comprehensive study of
the prevalence of Al and the Internet of Things among small and medium-sized
enterprises (SMESs) in the manufacturing sector and discussed the current limitations
and opportunities for implementing predictive analytics. According to the authors,
utilizing Al in SMEs can enable companies to leverage technologies such as decision
support systems to combat implicit knowledge [14].

The topic is relevant due to the growth of economic and cyber risks that pose
challenges for Ukrainian enterprises. O. M. Pavlova notes that digital transformation,
particularly the introduction of financial technologies, increases the efficiency of
business processes but creates new challenges for economic security due to the growth
of cyber threats [8; 10; 11; 16].

Al, as a technology, can provide rapid threat detection, automate routine tasks,
and increase forecast accuracy, which is critical for economic security [15].

In the context of national development, Al can contribute to Ukraine’s economic
recovery by optimizing resources, supporting innovative initiatives, and strengthening
cybersecurity. 1. Oklander emphasises that using Al in business processes increases
management efficiency by 20—-30%, contributing to the country’s economic growth [6].

At the same time, the adoption of Al is accompanied by challenges, including
the high cost of technology, the need for high-quality data, and ethical considerations
that require both theoretical understanding and practical solutions.

The purpose of this article is to analyze the directions for improving the
management of economic security in enterprises using Al technologies, with an
emphasis on their contribution to national development in Ukraine. The study covers:

— determination of economic security and its role in the national economy;

— analysis of Al capabilities in economic security management;

—assessment of challenges and prospects for the introduction of Al in Ukrainian
enterprises;

— development of recommendations for using Al in the context of national
development.

This article aims to establish a theoretical foundation for further practical
research, taking into account the unique characteristics of the Ukrainian economy,
military challenges, and contemporary scientific perspectives. The topic’s relevance is
also related to the need to integrate Al into economic security management, thereby
increasing the competitiveness of Ukrainian enterprises in the international market,

which is crucial for Ukraine’s economic recovery.
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An enterprise’s economic security is a complex state characterised by its ability
to counteract internal and external threats, protect assets, and ensure the stability of
activities in conditions of market competition and macroeconomic changes [5].

V. Harkusha & N. Ershova define economic security as a set of financial
stability, information security, risk management and innovation sustainability, which
are the basis for the competitiveness of an enterprise [2].

In national development, economic security acquires wider importance, as stable
enterprises contribute to economic growth, job creation and support for innovative
initiatives.

The economic security of the enterprise includes several key components:

1. Financial stability — ensuring liquidity, reducing debt risks and minimising
financial losses. This allows enterprises to maintain the stability of the national
economy through paying taxes and creating jobs [2].

Financial stability is crucial in Ukraine due to the economic challenges posed by
the war, which necessitate effective financial management to facilitate economic
recovery.

2. Information security — protecting confidential data from cyber threats is
essential for national security, especially in the face of growing cyberattacks.

In wartime, cybersecurity becomes strategically essential for protecting critical
infrastructure.

3. Risk management involves the identification, assessment, and management of
risks that may affect the enterprise’s activities and the country’s economy [1].

Effective risk management allows businesses to adapt to crises and support
national economic goals.

4. Innovation resilience —introducing new technologies, such as Al, to increase
competitiveness and support national innovation initiatives [5].

Innovative sustainability is a key factor for developing Ukraine’s digital
economy.

In a war economy, the economic security of business structures depends on socially
competent management, which considers both economic and social aspects [9].

In wartime, economic security is also closely tied to adapting to crises,
rebuilding the economy, and supporting national priorities, such as digital
transformation.

Economically safe enterprises are the basis for Ukraine’s economic growth.
They ensure the payment of taxes, job creation, and support for innovation, which
contributes to increasing the national economy's competitiveness. Enterprise financial
security is a key factor in forming a sustainable economic system [3].

S. V. Kyrylenko emphasizes that the digital transformation of the Ukrainian
economy is a key factor in increasing competitiveness, but it requires protection from
cyber threats [4].
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Economically secure enterprises contribute to the creation of innovative
ecosystems that support national development by introducing new technologies such
as Al.

Ukrainian enterprises face several challenges:

— geopolitical risks associated with martial law, creating instability in the
business environment;

— cyber threats that threaten information security and critical infrastructure;

— economic instability caused by war and global crises complicates financial
planning.

Al offers tools for data analysis, risk forecasting, and process automation,
contributing to economic security. M. L. Onishchenko and others experience that Al
increases the accuracy of risk forecasting by 20-30% compared to traditional
methods [7].

In Ukraine, Al can help businesses adapt to crises, optimise resources, and
support national economic goals, such as economic recovery and digital
transformation. It can become a tool for economic recovery by optimising business
processes and protecting against cyber threats. The use of artificial intelligence
technologies in business processes enhances management efficiency, thereby
contributing to the country’s economic growth [6].

During the war, these technologies provided enterprises with a means to adapt
to new conditions, supporting national priorities such as innovative development and
cybersecurity.

Al is transforming approaches to economic security management by offering
automation, forecasting, and threat detection tools. L. V. Gnylytska defines Al as a set
of technologies that enable machines to perform tasks previously requiring human
intelligence, such as data analysis, forecasting, and decision-making [3].

Al processes large amounts of data to identify financial risks and assess the
likelihood of bankruptcy and fraud. To build real-time risk models, machine learning
algorithms analyse unstructured data, such as financial reports or market trends.

Financial institutions use Al to assess credit risks, contributing to the stability of
the banking sector and the national economy. Al-based financial technologies enable
businesses to manage financial flows more efficiently, which is crucial for economic
security during digital transformation.

Viewed through the prism of national development, accurate forecasting of
financial risks allows enterprises to avoid losses, contributing to the economy’s
stability. For example, Al can analyse market trends to predict changes in supply or
demand, which is essential for planning in a war economy. In addition, Al can help
businesses optimise financial resources, contributing to Ukraine’s economic recovery.

Cyber threats are one of the primary challenges facing modern enterprises. Al
monitors information systems, detecting anomalous activity that may indicate
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cyberattacks. Al algorithms recognize patterns associated with phishing or malware.
Combining Al with blockchain technologies enhances the security of financial
transactions, which is crucial for safeguarding Ukraine’s critical infrastructure [2].

Al enables the detection of cyber threats in real-time, which is crucial for
protecting sensitive information.

Automation with Al helps reduce human errors and increase the efficiency of
business processes. In the retail sector, Al is utilized to automate cash transactions,
thereby reducing costs and enhancing service quality. In Ukraine, such technologies
are used in retail chains, which saves resources and increases competitiveness [6].

Automating business processes with Al can reduce operational costs by 15-25%.

m2023 m2024

N~
<
i )
Lo
2 <
o)
™
@ ™
™
—
N 0
N —
—
I I . I

LEGAL AND TECHNOLOGIES MEDIA AND ENERGY AND CONSUMER GOODS
OTHER TELECOM MATERIALS AND RETAIL
PROFESSIONAL
SERVICES

Fig.1. Percentage of companies with employees who regularly use generative

Al tools at work, by industry.
Compiled based on the study "McKinsey Global Survey on Al"

Figure 1 shows that in 2024, the highest level of generative Al integration is seen
in the legal sector (57%) and the technology industry (54%), with significant growth
compared to 2023 (23% and 39%, respectively), while the media and
telecommunications industries are also showing steady progress, from 21% to 45%.
The lowest levels of integration in 2024 were recorded in the energy (35%) and
consumer goods (33%) industries. However, both showed notable increases from 11%
to 18% in 2023, indicating a positive trend towards the expansion of generative Al use
across all sectors.
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Fig. 2. Share of companies that regularly used Al in 2024, by function, %.
Compiled based on the study "McKinsey Global Survey on Al"

In 2024, companies are most actively using generative Al in marketing and sales
(32%) and product and service development (23%), prioritising automating creative
and customer-centric processes. Lower adoption was observed in production (4%),
supply chain management (6%), and corporate finance (7%), which may be due to
higher accuracy requirements and integration risks. This indicates the insufficient
emphasis on implementing artificial intelligence technologies by enterprises. As we
can see, the use of Al for risk analysis, and even more so for economic security, is
relatively low, which requires additional attention from entrepreneurs.

Automation also contributes to national development through resource
optimisation and increased productivity. In times of war, when resources are scarce,
Al can help businesses utilize funds and labor more efficiently, contributing to
economic recovery.

Artificial intelligence analyses historical data, builds forecasts, and supports
managers in decision-making. Al systems can predict market changes, enabling
businesses to adapt to economic challenges and inform strategies focused on innovative
development and financial sustainability. Socially competent management using Al
allows enterprises to consider social aspects, which is essential for the economy [9].

In times of war, Al can help businesses adapt to changes in market conditions,
which is essential for maintaining economic stability. For example, Al can predict
changes in demand for goods or services, allowing businesses to optimise production
and logistics.

Al technologies open up new opportunities, such as adaptive models that are
updated in real time, providing flexibility in responding to threats.This enables
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businesses to swiftly respond to emerging challenges, such as economic or cyber
threats, thereby contributing to national development through support for innovative
Initiatives.

Enterprises can customise Al algorithms to suit their specific needs, thereby
reducing the number of false positives and enhancing protection effectiveness. In
Ukraine, this is relevant for the banking sector, where Al detects fraudulent
transactions [7].

The effectiveness of Al depends on the quality of the data, highlighting the
importance of data processing and cleaning to enhance the accuracy of predictions [8].
In Ukraine, small and medium-sized enterprises often face limited access to quality
data, which requires the implementation of systems for its processing [10]. Data quality
Is a key factor for national development, as accurate forecasts contribute to economic
stability.

The combination of Al with blockchain ensures the transparency and
immutability of transactions, which are crucial for protecting against fraud and
increasing trust in Ukraine’s financial systems, particularly during wartime [2].

Government programs can promote the adoption of Al in small and medium-
sized enterprises. State support for digital transformation is key to developing
Ukraine’s economy [4].

In wartime, such programs can help businesses adapt to new conditions and
support national economic goals.

Conclusions. Artificial intelligence (Al) plays a key role in improving
enterprises’ economic security management, which is strategically vital for Ukraine’s
national development. In today’s war and post-war challenges, Al provides enterprises
with the tools to adapt to an unstable business environment, optimise resources, and
support national priorities such as digital transformation, economic recovery, and
strengthening cybersecurity. Data, process automation, and rapid response to Al threats
contribute to increasing business resilience, which is the basis for the country’s
economic growth.

Al enables you to effectively assess financial and cyber risks, which is especially
relevant in a war economy. Al technologies help businesses predict market changes,
optimise financial resources, and protect critical infrastructure from cyberattacks,
contributing to the national economy’s stability. At the same time, the adoption of Al
is accompanied by challenges, including the need for quality data, high technology
costs, and the need to address ethical and legal aspects.

To overcome these challenges, it is necessary:

— develop affordable Al technologies for small and medium-sized enterprises to
ensure their competitiveness;

— create a legal framework to regulate the use of Al, which will guarantee data
protection and transparency;
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— improve data processing methods to improve the accuracy of Al algorithms;

— develop government programs to support digital transformation that will
facilitate the integration of Al into business processes.

Further development of Al will strengthen the economic security of enterprises
and contribute to Ukraine’s sustainable development. It will support innovative
Initiatives and increase competitiveness in the international market. In wartime, this is
crucial for economic recovery and stability.
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