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Features and I ssues of Commercial Secrets Protection at the Conclusion
of Commercial Contracts. Organizational and Legal Principles

The article analyzes the current legislation ongfatection of company’s commercial secrets on the
basis of which the peculiarities of precautions defined for this type of information in contractua
relationships of the entity to ensure appropriateditions for its development. It was proved thsing the
laws and regulations, governing the various aspafdise creation, use and protection of commesx@atets
of the enterprise, the business owners still hageopportunity to develop and implement measurgsdtect
such information at the conclusion of commerciaitcacts. It was established with the illustratixamples,
which scope of rights and opportunities can beiaddy the entrepreneur to protect the commereialets,
and what aspects should be noted at the develogshenoth measures on the basis of real or potehtiehts
to their businesses.

Key words: commercial secrets, contract, protection, legallliagn, business, business security.

Formulation of the scientific problem and its significance. At the present stage of business
development a significant competition increasebisenved. Under such conditions it becomes moréediff
for the business owners to maintain a profitablsitpom. Therefore, the competing entities to imgrakeir
market position often use different methods of urdampetition. One of these is receiving informatabout
development peculiarities of other entities withie same scope of business activities. Thus, orntbeof
important aspects of safe and efficient companyatdjma is to protect its commercial secrets.

There are various ways of obtaining informatiorglunding: theft of competitor’s property, theft or
copying of documents, by technical means, sendiggnts to competitor's structure, recruitment or
enticement of employee, etc. However, the most commethod is to obtain information through entering
into various commercial contracts. So, in ordemtintain business security, it is important to teleasures
to protect commercial secrets in contractual refestj prevent its disclosure or misuse of other riass
entities.

Thus, the objective of this research is to analyse current legislation in the field of
entrepreneurship, which provides for the legal i&gpn of using and protecting commercial secrets i
contractual relations in Ukraine. The issue of d@v@g the restricted information security systemithe
company is and has always been relevant for busiesurity. The effectiveness of these measuresndep
on many factors that need continuous researchraptbvement. An important task in this regard idesaic
understanding by the business entity of the leighlts and opportunities for creation, use and ptaia of
information required for the company operationjuding commercial secrets, and correct definitibthese
measures.

The analysis of the researches on this problem. A large number of lawyers and scholars have
studied these issues and laid out their reseastlitsein various scientific papers. However, mdsivorks
are covering general aspects of the specified relsgapic. In addition, when considering the issoés
commercial secrets protection at the conclusiowashmercial contracts the researchers did not facus
highlighting the features of the current legislatiof Ukraine in this sphere. These publicationdude
research papers by Yu. |. Krehula, R. O. Bank M],I. Kamlyk [2] and collective paper «The economic
security of enterprises, organizations and insting» [3]. The research papers by M. |. Zubko [4a7@
drawing attention, where the researcher in a goieresting manner presents the features of busseurity
development, including the issues of the commeszatets protection in the company. However, thikaau
did not aim at elaborating the features of the meed issues in relation to the legislation of Ukea
therefore, the material is presented in the forroharts, tables, and graphs.

Yu. V. Bondarchuk and A.l. Maruschak’s «Businessusgy: organizational and legal framework:
scientific and practical guidance» is more detadedo the specifics of the commercial secretseptimn in
the contractual relationships of the company [3}e Tauthors describe in their paper the legal basis
regulating business activity in Ukraine, basisdecurity system development in Ukraine. The fosusiade
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on the issues of ensuring organizational and leggport of commercial secrets and other restricted
information in the company.

The formulation of the aim and objectives of the study. However, due to this paper’'s time
limitation and introduction of some changes to anber of legislative acts in the studied area, alraeses
for a new and more detailed analysis in this regard

The presentation of the main material and justification of the results of the study. Every
entrepreneur in the course of its business actisftyuld be aware that often the restricted infolonat
involved in the subject of contractual relationshipay suffer damage as further unauthorized usshers
for a variety of commercial purposes. This apphies only to the deals for transfer of certain rigbf the
intellectual property ownership to another persout also those aimed to ensure the stability ofnmai
business activities. For example, maintenance oduystion facilities, commitment to the client and
consumer.

Thus, any contract, performance of which requireldsure to the counterparty of restricted
information requires special security measuresrgéamizational, legal, or technical nature. In addit using
certain information security measures their fedisfishould be taken into account. Selected segunithods
must be economically feasible, and effective enpughlh no negative impact on relations with the
counterparties.

Thus, defining it necessary to develop securitysuess for the commercial secrets protection under
contractual relationships, the business entitiesulsh analyze legal aspects of ensuring the infaomnat
security within drafting, performance and terminatbdf business contracts [8, p. 180-181].

It should be noted here that the right to protegh gights and freedoms in accordance with the
legislation of Ukraine is stipulated by the Artid®& of the Constitution of Ukraine, which stateBveryone
shall have the right in any manner not prohibitgdawv to protect its rights and freedoms from vimlas and
illegal encroachments» [9]. Such opportunities @@vided in other legal acts regulating variouseasp of
entrepreneurship. For example, the Civil [10] aman@ercial [11] Codes of Ukraine are governing ibbts
of private property, rights, and obligations of thdividuals and business entities. In particuthey define
not only the reasons and ways of acquiring rightis,also the procedure for protection thereof [1D-1

When proceeding with a development of strategy tauics for applying information security
measures in contractual relations, it is necessangetermine the scope, type, content, and valuthef
information that may be contained in various ecocoagreements. For this, it is necessary to estalan
appropriate working group. The composition of sgebups in different enterprises may vary depenading
the capacity of the company and its structure. iBuatefinitely must include experts from legal, caut
departments, and security service of the compdmgstablished) and the head of the company. Theyldh
jointly develop a system of security measures, @poh its approval by the head of the company pigper
communicate the same to other persons involveldehbtisiness operations.

It is necessary to understand that information dgcmeasures with regard to specific commercial
transaction should be developed and implementédally prior its disclosure to the counterparty vitwer,
in order to implement this, the cooperation will beeded with the other party of business transactio
Therefore, such cooperation should be built givenlével of trust between the parties to agreemmedtheir
willingness to provide honest and fair contractugthaviour [8, p. 181].

It should be noted that a clear understanding @&drination specifics that may constitute a
commercial secret of the enterprise and pecukaritif its legal regulation are provided throughdhalysis
of the following laws and regulations of the Ukiaimlegislative framework.

Therefore, pursuant to Article 505 of the Civil @odf Ukraine the commercial secret is a kind of
information which is secret in the meaning thatnitwhole or in particular form and aggregate of its
components is unknown and not easily accessiblpdmons who normally deal with the kind of infotina
to which it belongs, therefore has commercial vaarel was a subject to measures under relative
circumstances as to preservation of its secredentdby a person legally controlling the information
According to p. 2 of the same article the commésgaret may include technical, institutional, coenaial,
industrial, or other information, except for infaation which under the law can not be classifiedaas
commercial secret. [10]

In addition, Article 420 of the Civil Code of Ukre [10] and Article 155 of the Commercial Code of
Ukraine [11] provide that the commercial shall lbeitellectual property; and Article 506 of the Ci@ode
enables business entities to allocate the rangeteflectual property rights to commercial secrebese
include: the right to use commercial secrets; este right to authorize the use of commercial dscre
exclusive right to prevent unauthorized disclosurellection, or use of the commercial secrets; iothe
intellectual property rights established by law][10
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However, it should be remembered that validityrdéilectual property right to commercial secret is
limited to duration of the set of commercial se@ttibutes established by the first paragraph riicke 505
of the Civil Code of Ukraine (Article 508 of the \@li Code of Ukraine) [10]. Similar conditions are
established in the Commercial Code of Ukraine wétpect to the rights to use commercial secretsyiib
some explanation as to the protection thereof. Thusccordance with Art. 162, p. 1 of the Commedrci
Code of Ukraine, a business entity that is the ovaiethe technical, organizational or other comradrc
information shall be entitled to protect this infa@tion against illicit use thereof by third partigsovided
that such information has a commercial value dubédact that it is unknown to third parties ahddes not
provide lawfully for a free access to other persarsd the holder of information shall take appratai
measures to protect its confidentiality. The teffnth@ legal protection of commercial secrets isitiah in
time [11].

Based on the above, it can be said that the comgosind volume of information constituting a
commercial secret, procedure for its protectiondetermined independently by its owner in compleawith
the current legislation [12, p. 312-313]. The rigfitownership to the information shall be the lelgasis for
requirement to carry out certain actions or reffaom the same with regard to restricted informatj8,
p.182-183].

Also, it should be noted that a better understandirthe grounds for the emergence of propertytrigh
to information and a manner of use thereof is glediin a clarification contained in Article 38 bktLaw of
Ukraine «On Information».

Thus, the grounds for emergence of the right ofengfnip to information include: creation of own
information at own expense; agreement for infororatievelopment; agreement providing for the transfe
ownership to the information to another person.okding to the same article the information may lve t
subject of the right of ownership of citizens amgiamizations (legal entities) and state both in, faihd
subject of possession, usage or disposition oslyyell. Following the last part of the same legéicke, the
information owner shall have the right to appoimtesison to exercise the possession, usage, orsitispoof
information and define rules for processing anceasdhereto, as well as set other conditions \eigjand to
information. [13]

Based on the above and in accordance with the mbafeArticle 627 of the Civil Code of Ukraine,
which stipulates the principle of freedom of thetract, namely: free choice of counterparty andnitgn of
contractual terms given the requirements of theetirlegislation, business traditions, reasonalsierzand
fairness requirements, the commercial secret owhen entering into business contracts which profade
review, transfer for use or disposal of such infation, may require the counterparty to adhere ® th
information access mode by defining appropriateigions in the contract. [10]

Thus, the agreements between business entitiespiande for the privacy policy provisions,
including with regard to the agreement, as welthes obligation of the parties to adhere to theriesd
information mode. Usually, it is done in order siablish a legal barrier for the third parties,ezsally the
law enforcement agencies, to familiarize themselvigis the content of agreement. Since the reprasigas
of such agencies, using the official position mayf@rm such actions for deceptive purposes, fomgie, on
the order of competitors. And according to the entregislation of Ukraine, in order to provide tlasv
enforcement agencies with the access to commeeiaéts of the enterprise, such enterprise sheaklve a
special request with affixed seal of the corresprmpadgency and signed by an authorized person. [B34).

In particular, this is stipulated in the ArticleS9, 162 of the Criminal Code of Ukraine [14], andiéle 37 of
the Law of Ukraine «On Information» [13]. Also, &msure better protection of information classifaed
commercial secrets, against illegal actions of Ewforcement agencies and other regulatory bodes, t
business entities should use the provisions oDieree of President of Ukraine No. 817/98 of 23998
[15] and Order No. 18 of the State Committee ofdilke for Enterprise Development of 10.08.1998 [16].
These regulations allow in a certain manner prérgrhe inspections by supervising authorities imding
their access to certain types of information, idalg commercial secrets.

However, when developing measures to protect cocialesecrets of the company at the conclusion
of commercial agreements, it should be noted thataforementioned articles do not provide in folf f
procedure of determining the composition and volurhalata that constitute commercial secrets of the
business entity. The company's management muststalte measures given the provisions of part 4 clrti
30 of the Law of Ukraine «On Information» [13] a@dder No. 611 of the Cabinet of Ministers of Uk&in
«On the list of information that does not consétatcommercial secret» [17].

Thus, according to this part of the Article 30 ¢tfetLaw of Ukraine «On Information» the
confidential information shall not include the fmNing: - data on environment, quality of food and
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household items; - data on accidents, disastetsraldhazards and other emergencies that have rector
may occur and threaten the citizens’ safety; - dataealth of the population, its standard of kyimcluding
food, clothing, housing, medical care and sociausggy, as well as socio-demographic indicatoratesof law
and order, education and culture of the populatiaata on the situation with human and citizergits and
freedoms, as well as the facts of violations thereadata on illegal actions of state authoritiés;al
governments, officials and employees thereof; eoihformation access to which can not be resttidte
accordance with the laws of Ukraine and internatidreaties ratified by Verkhovna Rada of Ukraitha][

Also with the specific itemization of commerciaksets in the abovementioned Decree No. 611 it is
clearly defined that commercial secrets shall notude: - constituent documents, documents progidiim
business or economic activity and individual spedieereof; - information under all established ferai
public reporting; - data which is required to verifie estimation and payment of taxes and othagatolry
payments; - information on the number and compmsitf employees, their wages as a whole and by
professions and positions, as well as the avaitalof jobs; - documents that constitute an evigeot
payment of taxes and obligatory payments; - infdiomaon environmental pollution, non-compliance fwit
safe working conditions, and sale of products hatrtd health, as well as other violations of ther laf
Ukraine and amount of inflicted losses; - proofatfility to pay; - information about company offilsa
involved in cooperatives, small businesses, uniassociations and other organizations engaged in
entrepreneurial activity; - information that underrent legislation shall be publicly disclosed.

Enterprises are required to file the informatiastdd herein to state executive, supervisory and law
enforcement authorities, other legal entities icoadance with the applicable law, on request tHdteq.

Thus, delving into the content of the aforementébnegulation, which define the characteristics of
the information that may be classified as commésgaret, the correctness can be questioned afirejehe
commercial agreement text to the category of coroi@esecret. However, upon consent of the parties t
agreement the confidentiality of commercial agresnean be recognized indisputably. Since the centidl
information may include any information other thithnse specified in p. 4, Article 30 of the Law dfrline
«On information» and Order No. 611 of the Cabirfé¥imisters of Ukraine «On the list of informatidhat
does not constitute a commercial secret» [8, p; 18417].

It should be noted that the emphasis in the dewedmp and application of security measures aimed at
protecting commercial secrets of enterprise inr@mtbial relations should be made in contracts inmglthe
transfer of rights to commercial secrets (possessieage, or in some cases disposition) from olseébss
entity to another. Also, the business entitiesatmration often results in developing of informatibat can
be considered a commercial secret. In such calesddfinition of reciprocal rights and obligatiofts
keeping the commercial secrets confidential is ewene relevant issue, especially under implemeoriatf
cross-licensing program, which means the exchahgarties’ licenses. As an example of such agre¢naen
agreement can be pointed out for transfer of teldgyowithin investment cooperation [8, p. 186]c#n be
concluded on the basis of Article 2, part 6 of ltlaev of Ukraine «On Foreign Investment» and provifigs
the possibility of foreign investment in the forrmtbe intellectual property rights transfer [18].

Conclusions. Summarizing all the above-mentioned, we can say tihe current legislation of
Ukraine contains a number of articles in variogalects regarding the definition of commercialreteand
peculiarities of their use. However, they do nobvmle for a clear explanation of the procedure for
information delimitation in the company and comn@rsecrets isolation from this. There are only few
regulations that contain an exhaustive list of Wagieties of information that can not be classifiesl a
commercial secret of the company. The current legi®m does not also define the procedure for such
information protection, only makes reference tortbed to take security measures for its protection.

Thus, the main problem of the legal regulation wébard to security of the information constituting
commercial secret of the enterprise at the commiust commercial contracts is the inconsistencgasting
legal framework and business security requiremediféerent legal regulations are scattered acr@sous
legal acts of many bodies and institutions, whictrepreneur can use to develop security measug®tect
such information in contractual relations.

However, the existing problems do not deprive thgiess entities of the right to protect commercial
secrets as part of the overall business securigingJthe legal standards of various legislative and
sublegislative regulations governing various aspettthe development, use, and protection of coroialer
secrets of the enterprise, the business ownersiatié the opportunity to develop and implementsuess to
protect such information at the conclusion of comuiad contracts.
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However, every entrepreneur within current legistais forced to determine at its own discretioa th
procedure and features of such measures for int@maecurity, including real or potential thredt o
unauthorized distribution or use of commercial secby other party to the contract.

It should be only remembered, that the main purpdsieveloped measures to protect information of
the company at the conclusion of contracts shoelgimarily aimed not at prediction of indemnifiicat
terms caused by the loss of commercial secretgtiibe measures to prevent the same.

Also, in order to improve the business developnmmmditions, particularly in the area of information
security, including commercial secrets of the comypaa legislator must pay attention to the existing
problems in this area with a view to resolving dudr
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Cyxaupkuii P. Oco0guBocTi i mpodseMn 3axucTy KOMepIiiiHOI TaeMHHII NpH YyKJIaAeHHi
rocrnoJapcbLKUX [10roBOpiB. oprasizamiiiHo-mpaBoBi 3acaaM. B CTaTTi MPOBOJUTHCSA aHali3 YHMHHOTO
3aKOHOJIaBCTBa B c(epi 3aXHMCTy KOMEPILIMHOI TAEMHHII MiANMPHUEMCTBA, HA OCHOBI SKOTO BH3HAYAIOTHCS
0COOJIMBOCTI OpraHizaiii 3axojiB O€3IMeKH Takoro BHAY iH(opMallil y JOroBipHHUX BiJHOCHHAaX CyO’ €KTa
TOCTIOZIAPIOBAHHS 3 METOIO 3a0€3ICUCHHS HAJIGKHIX YMOB HOTO PO3BUTKY. Ha OCHOBI TpOBeJICHOTO aHAIi3y
3’ICOBaHO, MIO ICHYIOTh NpPOOJIEMH TPABOBOTO pETYIIOBAHHA 3aXHCTy KOMEpUiHHOT TaeMHHII BifJ
HECAHKITIOHOBAHOTO TIOMIMPEHHS YW BHKOPWUCTAHHSA Takoi iH(opMarlii iHIIOI0 CTOPOHOIO JOTOBOPY.
OOrpyHTOBAaHO, IO BUKOPUCTOBYIOUM HOPMH TIpaBa 06araTh0X 3aKOHOMABUMX Ta Ii3aKOHHUX HOPMAaTHBHO-
MPaBOBHX aKTIiB, SKi PETYJOOTH Pi3HI ACMIEKTU CTBOPCHHS, BUKOPUCTAHHS Ta 3aXUCTY KOMEPIIITHOT TAaEMHUITI
MiANPUEMCTBA, BIACHUKH Oi3HECY BCE K MAIOTh MOXIJIUBICTb PO3POOIISATH 1 peai3oByBaTH CIIOCOOU 3aXUCTy
Takoi iHopMalii mpu yKIagaHHI TOCTIONAPCHKHUX JTOTOBOPiB. IIpoTe KOKEH MiAIpHeEMEb y MeXaX YHHHOTO
3aKOHOJABCTBA 3MYLICHUH Ha BIACHUN PO3CY] BU3HAYATH MOPSIIOK Ta 0COOIMBOCTI MOOYIOBH TaKMX 3aXOIiB
iHpopMaLiifHOi Oe3neku. 3 HaBeAEHHSIM HAOYHMX NPUKJIANiB BCTAaHOBJIEHO, KUK came o0cAr mpaB Ta
MOXIMBOCTEH MOKE€ BUKOPHCTOBYBATH IIIIPHEMEIH JUIsI 3aXUCTy KOMEPIIIHHOI TAEMHHIT, Ta Ha SKi came
ACIIEKTH BapTO 3BEPTATH yBary MpH po3poOIli TAKWX 3aXOMiB, BUXOASYH 3 pealbHUX UM MMOTCHITIHHUX 3arpo3
JUTS. BIACHOTO Oi3HECY.

KurouoBi ciioBa: koMepItiiiHa Ta€EMHUI, TOTOBIp, 3aXUCT, IIPABOBE PETYIIOBAHHS, ITiIITPHEMHHUIITBO,
Oesreka Oi3HECy.

Cyxankuii P. Oco0eHHOCTH W NpoOd/eMBbl 3aIIMTHI KOMMepPYecKOoil TaliHbI NMPH 3aKJII0YeHHH
X0351iiICTBEHHBIX JOrOBOPOB. OPraHM3alMOHHO-NPaBOBble OCHOBBI. B craThe mpoBOAWTCS aHAIU3
JEHCTBYIOLIETO 3aKOHOJATENbCTBA B cepe 3amuThl KOMMEPYECKOH TalHBl MPEINpHUATHS, Ha OCHOBE
KOTOPOTO ONpEAEISIIOTCS OCOOEHHOCTH OpraHu3alydyd Mep Oe30MacHOCTH Takoro BHAAa HHGOpMalMd B
JIOTOBOPHBIX OTHOIICHHUAX MPEIANPHUATHS C IENbI0 o0ecleveHrs HaaeXalux yCJIoBUil ero pa3sutus. Ha
OCHOBE TIPOBEIECHHOTO aHaIM3a YCTAaHOBJIEHO, YTO CYIIECTBYIOT MPOOJIEeMBI MPaBOBOTO PETYINPOBAHUS
3alIUTHl KOMMEPYECKOH TalHBl OT HECAHKIMOHWPOBAHHOTO PACIPOCTPAHEHHUS! MM HCIIONB30BAHUS TaKOH
WHpOpPMaLUK Opyrod CTOpOHOU moroBopa. OOOCHOBAaHO, YTO HCIIONB3YS HOPMBI MpaBa, PETYIHPYIOLINX
pa3iIMYHBIE ACHIEKTHI CO3/IaHMs, HCIIOIb30BAHUS M 3alTUTHl KOMMEPYECKON TalHBI MPEANPUATHS, BIAICIbIIBI
Ou3Heca BCe K€ HMMEIOT BO3MOXHOCTH pa3pabaTbhiBaTh M PEAIM30BBIBATH CIIOCOOBI 3aIIMTBl TAKOU
nHGOPMAITUHN TIPU 3aKITFOYCHUU XO3SHCTBEHHBIX JOTOBOPOB. OHAKO KaX[IbI MPEANPUHUMATETh B PaMKax
NEHCTBYIONIETO 3aKOHOJATENCTBA BBIHYXKJEH IO COOCTBEHHOMY YCMOTPEHHIO ONPEAENATh MHOPSAOK U
0COOCHHOCTH TIOCTPOCHHsI TakuxX Mep HuHGopMarmoHHol Oe3omacHocTH. C  NpUBEACHUEM HATJISTHBIX
NPUMEPOB YCTaHOBJIEHO, KakoOil HMMEHHO OOBbEeM IpaB M BO3MOXHOCTEH MOXET HCHOJIb30BaTh
MpenNpPUHAMATENb IS 3allUThl KOMMEpPUYECKOW TaiWHBI, M HAa KaKWe HNMEHHO AacleKThl CTOMT oOpamarh
BHMMAaHHUE TPH pa3pabOTKe TAaKUX MEPOTPHATHHA, MCXOIS M3 PEATbHBIX HIW MOTCHIHUAIBHBIX yTpo3 s
coOcTBeHHOTO OM3HECa.

KiroueBble cjioBa: KoMMepuecKas TaiiHa, JOTOBOp, 3allWTa, I[PaBOBOE pPETyJIHMPOBaHUE,
MIPEATPUHUMATEITHLCTBO, 0€30IMaCHOCTEL OM3HECa.
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